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METHOD AND APPARATUS FOR
TRANSFORMING APPLICATION ACCESS
AND DATA STORAGE DETAILS TO PRIVACY
POLICIES

BACKGROUND

[0001] Service providers and device manufacturers (e.g.,
wireless, cellular, etc.) are continually challenged to deliver
value and convenience to consumers by, for example, provid-
ing compelling network services. One area of interest has
been the development of increasingly complex and user-
friendly applications for mobile devices (e.g., mobile phones,
smartphones, phablets, and/or tablets). Such applications
often rely on the fact that many of today’s mobile devices are
capable of collecting personal real-time information about
their users (e.g., location, activity, etc.) with the help of sen-
sors embedded in the devices (e.g., a global positioning sys-
tem (GPS) receiver). Unfortunately, cases of misuse of such
private information have been steadily rising. Media cover-
age about such attacks has helped to increase awareness
among users about the privacy risks associated with mobile
devices. As a result, privacy consciousness among users is
increasing, and users are increasingly interested in knowing
more about the data requirements of applications before
installing them on their devices. However, many mobile
application developers are ill-prepared to address this chal-
lenge (e.g., many developers come from a desktop program-
ming background. Accordingly, services providers and
device manufacturers face significant challenges in providing
a service that transforms application access and data storage
details associated with a mobile device to privacy policies.

Some Example Embodiments

[0002] Therefore, there is a need for an approach for trans-
forming application access and data storage details associated
with a mobile device to application specific privacy policies.

[0003] According to one embodiment, a method comprises
processing and/or facilitating a processing of an application
code to identify one or more application programming inter-
faces invoked by the application code. The method also com-
prises causing, at least in part, a profiling of one or more
invocation characteristics of the one or more application pro-
gramming interfaces. The method further comprises causing,
at least in part, a mapping of the one or more invocation
characteristics against one or more policy templates to cause,
at least in part, a generation of at least one policy for the
application code.

[0004] According to another embodiment, an apparatus
comprises at least one processor, and at least one memory
including computer program code for one or more computer
programs, the at least one memory and the computer program
code configured to, with the at least one processor, cause, at
least in part, the apparatus to process and/or facilitate a pro-
cessing of an application code to identify one or more appli-
cation programming interfaces invoked by the application
code. The apparatus also causes, at least in part, a profiling of
one or more invocation characteristics of the one or more
application programming interfaces. The apparatus is further
causes, at least in part, a mapping of the one or more invoca-
tion characteristics against one or more policy templates to
cause, at least in part, a generation of at least one policy for the
application code.
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[0005] According to another embodiment, a computer-
readable storage medium carries one or more sequences of
one or more instructions which, when executed by one or
more processors, cause, at least in part, an apparatus to pro-
cess and/or facilitate a processing of an application code to
identify one or more application programming interfaces
invoked by the application code. The apparatus also causes, at
least in part, a profiling of one or more invocation character-
istics of the one or more application programming interfaces.
The apparatus is further causes, at least in part, a mapping of
the one or more invocation characteristics against one or more
policy templates to cause, at least in part, a generation of at
least one policy for the application code.

[0006] According to another embodiment, an apparatus
comprises means for processing and/or facilitating a process-
ing of an application code to identify one or more application
programming interfaces invoked by the application code. The
apparatus also comprises means for causing, at least in part, a
profiling of one or more invocation characteristics of the one
or more application programming interfaces. The apparatus
further comprises means for causing, at least in part, a map-
ping of the one or more invocation characteristics against one
ormore policy templates to cause, at least in part, a generation
of at least one policy for the application code.

[0007] Inaddition, for various example embodiments of the
invention, the following is applicable: a method comprising
facilitating a processing of and/or processing (1) data and/or
(2) information and/or (3) at least one signal, the (1) data
and/or (2) information and/or (3) at least one signal based, at
least in part, on (or derived at least in part from) any one or any
combination of methods (or processes) disclosed in this
application as relevant to any embodiment of the invention.
[0008] For various example embodiments of the invention,
the following is also applicable: a method comprising facili-
tating access to at least one interface configured to allow
access to at least one service, the at least one service config-
ured to perform any one or any combination of network or
service provider methods (or processes) disclosed in this
application.

[0009] For various example embodiments of the invention,
the following is also applicable: a method comprising facili-
tating creating and/or facilitating modifying (1) at least one
device user interface element and/or (2) at least one device
user interface functionality, the (1) at least one device user
interface element and/or (2) at least one device user interface
functionality based, at least in part, on data and/or informa-
tion resulting from one or any combination of methods or
processes disclosed in this application as relevant to any
embodiment of the invention, and/or at least one signal result-
ing from one or any combination of methods (or processes)
disclosed in this application as relevant to any embodiment of
the invention.

[0010] For various example embodiments of the invention,
the following is also applicable: a method comprising creat-
ing and/or modifying (1) at least one device user interface
element and/or (2) at least one device user interface function-
ality, the (1) at least one device user interface element and/or
(2) at least one device user interface functionality based at
least in part on data and/or information resulting from one or
any combination of methods (or processes) disclosed in this
application as relevant to any embodiment of the invention,
and/or at least one signal resulting from one or any combina-
tion of methods (or processes) disclosed in this application as
relevant to any embodiment of the invention.



